A Light Touch for a Digital Environment: Attempting
to Strike and Effective Legislative Balance between
Protecting Consumers and Encouraging Growth in ECommerce.
By Alex Towers1
1) E-Commerce and Contract Law
On 11 November, 2013 China's largest online shopping company processed more than
USD 5.75 billion through its online e-payment system and thereby set a new record
for a single day of online transactions.2 The company, Alibaba, reported that in a single
day it had 402 million unique visitors and had to dispatch 152 million parcels for
shipping. Although resolutely outdone by the Chinese, consumers in the United States
also recently broke new online shopping records during the 2013 holiday season, with
a 15% increase in sales compared to the previous year.3 Furthermore in Europe, the
highest grossing period of online shopping on record was predicted to have occurred
between December 9, 2013 and December 13, 2013.4
What these figures suggest is that the way in which consumers are doing business
today has changed considerably due the widespread adoption of broadband internet
throughout the developed world. Today's consumers have gradually begun to rely
less on traditional bricks and mortar businesses and instead have begun to prefer the
effortless, credit-facilitated, e-commerce transactions that can be accomplished by
whatever device a consumer has immediately at hand.5
Accordingly one can surmise that as the volume and scope of online transactions
increases, so too must the desirable level of regulation. Traditionally, the exchange of
goods and services has always been governed by contract law, a subject rooted in the
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adage that real-world actions, words and writings can lend legal credence to even the
most seemingly sparse of agreements. However while a contract is no less a contract
simply because it is entered into via a computer,6 it is apparent that e-commerce
presents immediately obvious issues that were not found in the traditional contracts.
For instance the Rome I regulation defines a consumer contract quite unmistakably as
‘a contract concluded by a natural person (the consumer) for a purpose which can be
regarded as being outside his trade or profession with another person acting in the
exercise of his trade or profession (the professional)’.7
Furthermore the Brussels I regulation, and its definition of what constitutes a
‘consumer’, was designed to be interpreted harmoniously with the definition of the
Rome I regulation.8 Yet despite these relatively harmonious interacting legislative
frameworks, entering into a contract in a European member state electronically either
through an email or through an interactive website creates immediate concerns
regarding jurisdiction, choice of law and consumer protection.
The legal doctrine and jurisprudence of contract law was built on the relatively naïve
model that 'Person A' can make 'Person B' a face-to-face offer and 'Person B' can accept that
offer and thus be bound and protected by law. Accordingly these quintessential rudiments of a
contract experienced profound expansion through the years as the means of making contracts
expanded, growing to accommodate infinitely more complex commercial scenarios. However
these scenarios were still always anchored to the basic 'Person A' - 'Person B' formula
previously mentioned.9 When the relations between 'Person A' and 'Person B' can be
said to be of the 'offer and acceptance' formula, the law deems that the consensual
arrangement matures into legal rights, duties and obligations. These rights, duties and
obligations in turn are provided for by the state and justified under the historically
perennial desire to protect consumers.10 However the other fundamental formula that
different branches of contract legislation share was that none of them were written nor
developed to accommodate the internet.11
E-commerce refers broadly to the delivery of information, products, services or
payments by telephone, computer or other automated media.12 As has been
mentioned as a consequence of the commercialization of the internet, e-commerce and
by extension the consumer experience has undergone fundamental change and
profound expansion in the early years of the twenty-first century. The ubiquity of the
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internet now allows for numerous advantages with regard to the availability of
markets and their products; simply put the internet allows consumers and businesses
to conclude a seemingly infinite variety of contracts without ever having to either meet
in person or even leave their homes.13
Given that transactions are now performed wherever an internet connection is
available, it is understandable that regulation can barely keep pace with the
development of e-business technology and as a result policymakers now have to
respond to new technological realities.14 However even the simplest and most goodnatured response to these realities creates debate about the significance of the interface
between law, technology and society. If each time a technological innovation emerges
it is immediately confronted by the difficult questions and administrative demands of
established industries and policymakers, then such innovation might be prevented
from developing 'naturally'.15
Accordingly it is the analysis of the responses and challenges in the EU context that
this article is concerned with. Specifically this article seeks to examine the question of
the desirable level of state regulation in digital contractual relations between
businesses and consumers and what possible effects such regulation can have on the
digital environment of the twenty-first century internet. This question is one that
requires an analysis not only of the current regulatory frameworks in existence today,
but also the possible expansion of these frameworks in the future.

2) EU Approaches to Protecting E-commerce Consumers
E-commerce has contributed significantly to the European economy in general and
the success of the European Single Digital Market in particular.16 However contract
law is still regarded by most jurisdictions as predominately a national affair, a view
that has significantly hampered the growth of cross-border e-commerce.17 In
particular area of consumer protection has lacked any sort of unifying harmony
despite the robust language of Rome I and Brussels I. In reality the traditional legal
regimes’ application to the multitude of transactions in the electronic commerce
environment is defined by a vast array of Directives and different national legal
instruments that Christine Riefa has bluntly identified as being both ‘long and
cumbersome’.18
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Nevertheless at the turn of the millennium there were two directives that could be
identified as forming the foundation of EU e-commerce contract regulation; the
Distance Selling Directive of May 199719 and the Electronic Commerce Directive of
June 2000.20 Whereas the Distance Selling Directive was designed to protect
consumers as they interacted with businesses regardless of geography, the Electronic
Commerce Directive had a considerable larger ambit and was created to regulate both
consumer to business contracts as well as business to business contracts. The overall
aim of EU legislation in e-commerce was to put consumers who purchase goods or
services through electronic means into a comparable position with consumers who
buy goods or services in the traditional shops of bricks and mortar.21
However it is proposed that while both directives were created with the clear
objectives to foster consumer confidence and stabilize the internal market neither was
designed to accommodate unimagined future developments. Both directives were
implemented in the Member States in the early years of the new millennium, when
consumers were still distinctly wary of the internet.22 In the United Kingdom for
instance the Consumer Protection Regulations 2000 and the Electronic Commerce
Regulations 2002 were the result of the direct effect of the new e-commerce directives
and while these UK regulations provided the framework upon which further
legislative developments were built, the practical application of them was desultory.23
Aside from enforcement issues and definition issues, it is proposed that the concrete
application of inflexible standards into an environment whose defining characteristic
was a constant state of profoundly flexible and dynamic growth created not so much
an undesirable level of state regulation as an ineffective one.24
Nevertheless despite the Distance Selling Directive's unimaginative purview there
were a number of significant regulations in relation to European e-commerce
protection. While regulations 7 through 9 prescribed a standard minimum amount of
information that must be supplied to consumers when distance selling, regulations 10
through 14 contained the rules pertaining to the right to cancel the contract.25
However while these regulations provided a relatively straightforward, if inflexible,
policy for protecting consumers, it was regulations 4 through 6 that caused the most
amount of consternation in European courtrooms.26
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Immediately inadequacies connected to this dichotomy of what the law was designed
to govern versus what the law had to govern, began to emerge. A telling example of
which could be seen in the way the Distance Selling Directive created a situation
where consumers were afforded varying degrees of protection depending on which
member state they were located.27 Furthermore while regulations 7 & 8 of the
Electronic Commerce Directive declared the creation of a legal framework that will
foster consumer confidence, enhance legal certainty and ensure the free circulation of
information society services, in reality the Commission opted for what a 'gap-filing'
strategy that sought to simply allow for e-commerce contract rules to be placed in the
same arena as existing contract law.28
Essentially it could therefore be said European policymakers thought that if the round
peg of existing contract law could fit into the round hole of national contract law
systems then rationally the new square peg of e-commerce contract law should be
whittled down to fit into the round hole of national contract law systems.
Consequently this approach to European consumer legislation that neglected to
reform the regulatory landscape applicable to e-business contracts only created new
discrepancies rather than addressing old ones.29 With this flawed model as the
decided architecture EU policymakers were then confronted with the rapid growth of
e-commerce and the unparalleled expansion to new commercial platforms such as
mobile e-business, online auction marketplaces and the widespread adoption of social
networks. Given that promoting consumers rights, prosperity and wellbeing have
been declared as ‘core values of European Union law’,30 EU policymaker engagement
in fostering consumer e-business benefits was as much an inevitably as it was a
potential catastrophe.
Nevertheless it was agreed that by building consumer trust, eliminating barriers to
access, reducing online fraud and unfair practices, and overall improving access to
information policymakers, in the EU and elsewhere, policymakers could foster
consumer trust in the environment and thereby increase e-commerce and market
growth.31 Therefore it could be argued that it is not so much a question as to the
desirable level of state regulation in contractual relations between businesses and
consumers so much as it is a question as to the level of efficiency in such contractual
relations.
It was these concerns that led to the European Commission to launch a public
consultation on the future of electronic commerce in the internal market and on the
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lessons learned from the implementation of the previous directives. It was thought
that by striking an accord between consumers’ rights and businesses’ rights a new
understanding of modern European e-business contracts could be achieved. While the
Commission had first published an ambitious proposal for a 'maximum
harmonization' that updated every consumer directive in October 2008, it proved to
be too ambitious. Instead the scope was significantly reduced in order to have a
greater chance of approval by the European Council. By February 2011 the curtailed
ambition could be seen in language of former EU Telecoms and Media Commissioner
Viviane Reding, who echoed the general sentiment of the time but coded it in
distinctly limiting terms: ‘The balanced approach favored by European
Parliamentarians today will strengthen consumer rights and the functioning of
Europe's internal market’.32
The expectation that arose at the time was that intervention was to improve the
legislative landscape by levelling the playing field for the e-commerce customer base.
Aside from the square-peg into the round-hole incompatibility previously discussed,
the approach was also justified under the theory that the fragmented nature of existing
consumer protection legislation across EU member states had stunted the growth of
cross-border trade.33 Businesses that sought to export across Europe faced the cost of
attempting to interpret up to 27 different legal regimes, each with their own
particularities and market rules. Furthermore consumers, equally unaware of their
rights within alternative member states, would conservatively remain with domestic
retailers and therefore lose out on the potential for greater choice and lower prices of
the wider EU e-business market.34
Accordingly, the Consumer Rights Directive was formally adopted by the member
states on October 10, 2011 with the deadline for transposition into national laws set at
December 13, 2013 and to be applied in all member states by June 13, 2014. The
regulations contained in it mostly apply to the sale of goods, services and digital
content via distance selling, door-to-door sales and off-premises sales. While some
goods and services (such as foodstuffs, gambling and financial services) are not
encompassed in the Directive's scope, the directive does provide an interesting
number of provisions for the future of European e-business, the most relevant to the
present discussion being summarized as follows:35
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The regulations create a distinct 'digital content' category separate from the previous
'one-or-the-other' classifications of "goods & services". Given that courts as far back as
1996 were confounded with how to treat 'digital content'36 it is proposed this
distinction is a welcome, if not timely one. Furthermore 'digital content' also has its
own cancellation regime and additional pre-contractual information standard applied
on top of the more general pre-contractual requirements that was previously required
under the Distance Selling Directive.

B. Information as to the Right to Withdraw
Under the new rules consumers are afforded the opportunity to receive a refund up
to 14 days from the contract's conclusion, an extension on the previous period of 7
days. More importantly however a consumer’s right to cancel when the contract
involves services, which was not recognized under the previous regime, is now
provided for. Businesses will also be required to provide consumers with a readily
available and simply constructed withdrawal form. Finally if a business doesn't
inform a consumer about their right to withdraw the refund period is automatically
extended from 14 days to 12 months, an extension from the previous period of only 3
months.

C. Refunds
Businesses do not have to make refunds available until the goods have been returned.
This requirement clarifies a latent ambiguity in the previous law in which consumers
and businesses were unclear about the timing of refund obligations.

D. Disclosure of Costs
Businesses are now required to provide consumers upfront with a total rendering of
all costs including taxes. Furthermore a consumer can only be bound by a contract
when they have given their express acknowledgment of all total costs via specifically
labelled means. Additionally consumers can only have additional costs added to their
total by explicitly ticking a box rather the previous method of 'unticking' a box. Any
'unticked' box that carries a payment obligation is not considered valid.

E. Surcharges
Any payment beyond the stated total cost due to the use of debit or credit cards is not
permitted under the new rules nor is the use of charges for 'Premium Hotline Rates'
for consumer inquiries.
36
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While the foregoing may undoubtedly appear as a distinct advancement for ecommerce contracts and will undoubtedly provide greater protection of consumers in
the future, it does not adequately address issues previously discussed. As previously
mentioned the relevant directives of the previous decade were designed with a
distinctly similar architecture. Granted the extensions and prohibitions the new
Consumer Rights Directive creates are in no way to be directly criticised themselves,
instead any criticism should be focused on how policymakers aim to be proactive in
ensuring compliance whilst simultaneously allowing for natural growth and
innovation in e-commerce.
In line with this theory is the recent considerable opposition that met current plans for
further development of an EU contract law system known as the Common European
Sales Law. The law as it is proposed would oversee the terms under which products
are bought and sold in the EU market, including those by e-business means, however
would allegedly be ‘optional’ traders.37 However due to the proposed law being
parallel to applicable national laws, and therefore create different rules and
safeguards for the same products, many web-trader and consumer organisations have
strongly opposed the plans. In a joint letter published in June 2013 from Ecommerce
Europe and the European Consumer Organisation, Peter Vicay-Smith and François
Momboisse commented:
‘...the Common European Sales Law proposal will not provide added value neither to
consumers nor online retailers. In fact it will instead have a negative impact on the
development of the Digital Single Market and on the confidence of both consumers
and companies when engaging in e-Commerce transactions.’38
Furthermore, commenting on the joint letter Monique Goyens, Director General of the
European Consumer Organisation, added:
The drive to create a parallel EU law for cross-border e-commerce defies common sense. The
Commission claims the target beneficiaries are Europe’s consumers and traders, but we are
reiterating in unison that it would merely result in greater legal complexity and confusion for
both.39
It is proposed that in the light of the recent proposals and the previous directives,
policymakers should adopt a more practical approach when confronting businesses
about adhering to the new regulations. By reviewing the current web-ordering
processes, terms and conditions, communication channels and delivery modules an
approach could potentially be formed that treads softly over areas that might foster
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innovation while remaining relatively robust about the fundamental obligations to
consumers.

3) Fostering Innovation alongside the Law
In October 2010 EU Parliament member Sirpa Pietikäinen issued a report in which she
claimed that not only did the Consumer Rights Directive not offer enough protection
for consumers but that the directive offered no recognition of the state of twenty-first
century technological expansion and innovation:
‘...the proposal for a directive does not take account of new products arising as a result
of changing product development and innovation, such as digital products. More and
more often a product, particularly in the field of entertainment or consumer
electronics, contains in addition to the physical product a combination of programs or
other intangible products and services. Where a matter is not covered by this directive,
there is a fear that it will be necessary to legislate separately on that matter later, which
would cause an excessive administrative burden...40
Without doubt e-commerce regulation is necessary for e-commerce to flourish. In 2003
for instance a study by Debreceny, Putterill, Tung and Gilbert41 found that lack of
consumer trust in the security of the transactions done over the internet was a
considerable inhibitor for e-commerce at the time. However with the introduction of
greater intergovernmental e-commerce frameworks and legislative protections for
consumers then public opinion as to the relative security of an e-business transaction
began to change.42 Logically therefore the conclusion can be reached that there is a
desirable level of state regulation in contractual relations between businesses and
consumers that must be reached in order to encourage further development of ebusiness practices. However the more interesting determination is to ask at which
point this level of regulation begins to hinder technological growth and innovation.
Traditionally innovation and regulation were regarded as oil and water,43 with
regulated industries such as law, medicine and public utilities traditionally operating
outside the more market-based systems. In such regulated arenas competition was
often prohibited and occasionally criminalized.44 Accordingly the innovation of
technology, with its characteristic boundless possibilities being constantly and often
ruthlessly pursued by competing businesses in an infinite number of fields, would
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seem to be in direct disparity with the traditional concepts of 'regulating' industry.
Previously in such traditional formats companies would exchange the freedom to
actively compete and innovate against each other for public interest concessions such
as guaranteed access and price controls. However with removal of competitive
pressures came the absence of market dynamics; namely that with no incentives to
innovate there was not much innovation.45
Consequently it is submitted that the theories on regulation and innovation that
informed the industrial development of the twentieth century industries simply
cannot be applied to the dynamics of twenty-first century internet technology. As
Lynn St. Amour recently commented:
‘The Internet is perhaps the greatest enabler of innovation linkages among
individuals, communities, businesses, the public sector, and the myriad of new
structures—such as social and professional networks that shape the way innovation
occurs and is perpetuated around the globe today.’46
However any hopeful recognition of the internet's inherent dynamism should be
aligned with the acknowledgment that it also presents an unprecedented market
challenge. Undoubtedly the internet has emerged as a triumphant redefinition of the
open market theory but it also has defined itself by its failure to conform to normal
predictions of said market theory. Whereas markets would traditionally revolve
through a pattern of failure and distortion with monopolies and cartels emerging as
side-effects, how such cycles could possibly manifest in the digital market remain
unknown due to lack of precedent. While the digital volume economics can certainly
be said to lead to potential massive monopolies, the greater concern for innovation is
market ossification as attempting to extend a baseline of service to billions of users
cannot also support growth and expansion into new fields.47
Arguably the possible result from such a cooling of innovation through monopoly and
ossification would be for the internet, and by extension e-business, to be dominated
solely by a handful of major companies that could effectively set their own regulatory
standards for consumer protection. Instead, as Huston points out, innovation must be
guaranteed by its former adversary:
‘True salvation...is going to come from the regulatory sector, but we're asking an awful
lot...what we're asking for is that a very delicate, light touch that keeps the incumbents
to the level where innovation is still possible...where your bright idea actually has the
ability to redefine tomorrow's businesses.’48
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The obvious difficulty however is how to measure the ‘light touch’ that Huston
identifies; too strong a touch would create excessive administrative hurdles while too
soft a touch would allow for excessive monopolistic domination and less consumer
protection by existing businesses. It is proposed that this concern should be primary
in any future consideration of e-business contract regulation.

4) Determining a Light Touch
In late 2013, Chris Fletcher, a research director at Gartner Inc., an American technology
advisory firm stated:
‘Getting into data, analytics, or mobile isn’t even a decision anymore, so we should
stop calling it e-commerce and call it just commerce…It’s happening and you have to
deal with it. But companies are just getting used to the idea that it’s all one
experience.’49
Accordingly if such a redefinition were to be accepted, then the need to improve the
current situation becomes immediately more acute. As discussed in Part II and Part
III of this article there are a substantial number of concerns that EU policymakers
should consider when attempting to protect consumers and foster innovation. The
recent Consumer Rights Directive is now the latest component in a significant
architectural framework of other directives that deal with consumer protection,
including the Data Protection Directive50, the E-Privacy Directive51, the Distance
Selling Directive52 and the Unfair Contract Terms Directive53. While each directive
covers a different and distinct field, the concern as to how to balance innovation with
such large consumer protection architecture is a reoccurring concern. As such given
the advantages and protections now afforded to consumers summarized in Part II, it
is submitted that the Consumer Rights Directive is a welcome enhancement. However
cordiality aside, the most pressing question is whether the Directive and its
predecessors possess the ‘light touch’ discussed in Part III and furthermore whether
in addition to the aforementioned consumer protections, the legislation allows for the
protection of innovation. What these proposals do have however is an overall aim for
maximum harmonization to address the current issues that act as barrier to the further
growth of cross-border e-commerce. Nevertheless, even the concept of further
harmonization has potential drawbacks; particularly the concern that a ‘race to the
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bottom’ could emerge that drives consumer protection standards across the
developed world to meet a baseline consensus point.54
As innovation, by its very nature, remains for the most part a transitory ineffable
concept ensuring that it remains free to develop naturally is profoundly more difficult
to measure than ensuring e-business consumers are protected. Cases and complaints
are rarely taken in which plaintiffs claim that their dreams were curtailed due to
excessive regulatory standards. Nevertheless, this balance, perhaps now more than in
previous decades, needs to at the very least attempted.
Therefore the convergence of regulation and consumer protection in a digital
environment, while undoubtedly a difficult task, is also not an impossible one. If EU
policymakers were to encourage investment in high speed networks to make a basic
stage of internet technology universally available and accessible to each member state
citizen, then they could also promote e-business by creating a universal framework
upon that basic stage. Such a proposal could foster reliable and efficient electronic
payment mechanisms that incorporated the consumer protections promised by the
recent Consumer Rights Directive while also maintaining a relatively secure arena for
innovation to develop. Granted such a scenario would require an unprecedented
cross-border effort and convergence of resources, but given the dynamic and
unfurling nature of the internet it's logical an attempt of considerable magnitude is
the only possibility when dealing with an environment of seeming infinite depth.
In conclusion it is proposed that while the question of the desirable level of state
regulation in contractual relations between businesses and consumers may indeed be
a perennial one, when applied to the digital environment of the twenty-first century
internet it also becomes a relatively inconceivable one. Though it is submitted that the
adoption of law such as the Consumer Rights Directive and other similar instruments
are undoubtedly necessary, both for the continued existence of consumer protection
and innovation growth, what remains unquantifiable due to lack of precedent is the
level of force with which these instruments should be applied.
Given what has been discussed in this article it is submitted that at the time of writing,
the current level of regulation in e-business contractual relations could be deemed
adequate. Such regulations provide a relatively robust system of protection to
European consumers for e-business transactions while also not excessively hampering
the growth and innovation. However it is simultaneously proposed that given the
profound depth and possibility of the digital environment and the relative lack of
knowledge and experience on the part of policymakers, deeming something adequate
for the current situation is improvident. Instead, regulations in the EU and elsewhere
should be designed with a flexible architecture that can accommodate not just the
principal concerns of the current era but also hold enough complaisance to engage
with future e-business concerns as they arise.
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