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Set up VPN on Android

You can download FortiClient VPN from the Google Play Store. The following instructions

show the steps setting up VPN on Android devices. Different versions of Android may vary

slightly in layout but the process will remain the same.

0 FortiClient VPN
Fortinet

FortiClient VPN
B Installed

Install

1. Find FortiClient VPN in the Google Play 2. Once the installation is complete, select

Store, then select Install. Open.
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Privacy Policy Highlights

FortiClient DOES NOT collect and send
any user specific personal information
like username, photos or email
address to Fortinet

FortiClient may collect
anonymous usage
information and

share with Fortinet

for the purpose of
improving usability and
functionality

FortiClient does not
@ monitor end user VPN
traffic

2

Welcome to FortiClient
VPN FortiClient Webfilter
{"’ feature, if enabled,

e : o submits website urls
This is a free version of FortiClient Y to BotHIRet SEFVAS foi
software with limited feature category rating.
support. Please upgrade to the _

By selecting "l accept" below, you

licensed version for advanced agree to the FortiClient <Terms and
features and technical support. Conditions> and <Privacy Policy>

=y

\ /

3. In the pop-up box that appears, select OK. 4. Select | Accept.
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FortiClient VPN Al
Please grant permissions for Allow FortiClient VPN to send you
FortiClient VPN to: notifications?

- Show notifications

/

5. Select OK. 6. Select Allow.

(®) FortiClient VPN

Add VPN
Enable "Unrestricted Input the VPN Name
Battery Usage"
Please enable unrestricted battery
SSL VPN

usage in the App Settings. Not
enabling battery optimization IPsec VPN

can cause certain features of

FortiClient to act unexpectedly. IPsec IKEvZ VPN

—
/

7. Click on Enable. 8. Where it says Add VPN, enter University
of Strathclyde.

Select IPsec VPN.

Select Create.



IPsec VPN settings

Tunnel name

Server settings
Remote gateway settings

IPsec phase 1 settings

Encryptian and authentication for
phase 1

IPsec XAuth settings
XAuth and|user settings

IPsec phase 2 settings

Encryption Bnd authentication for
phase 2

Delete VPN

Delete this VPN tunnel profile

Lose all theselsettings and remove it
from the list of VPN tunnels

9. Select Server settings.
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Network settings

Servers
0.0.0.0, ...

Authentication settings

IKE version

Authorization method
Pre-Shared Key

Pre-shared key

Local ID

IKE mod
Aggressive\Mode

Go Back

Edit more IPsec settings

10. Select Servers.
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Remote Gateways
Server
X
ADD OK CANCEL | OK
11. Where it says Remote Gateways, tap 12. Where it says Server, enter

to enter. vpn.strath.ac.uk, then select OK.



Remote Gateways

vpn.strath.ac.uk

13. Select OK.

OK
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Network settings

Servers
vpn.strath.ac.uk, ...

Authentication settings

IKE version

Authorization method
Pre-Shared Key

5

B

Pre-shared ke

Local ID

IKE mode
Aggressive Mode

Go Back

Edit more IPsec settings

14. Select Authorization method.



Authorization method

[@ Pre-Shared Kea

(O  X.509 Certificate

CANCEL

15. Select Pre-Shared Key.
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Network settings

Servers
vpn.strath.ac.uk, ...

Authentication settings

IKE version

Authorization method
Pre-Shared Key

| Pre-shared key j

Local ID

IKE mode

Aggressive Mode

Go Back
Edit more IPsec settings

16. Select Pre-shared key.
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Network settings

Servers
vpn.strath.ac.uk, ...

Authentication settings

IKE version

Authorization method
Pre-Shared Key

Pre-shared key
Local ID

IKE mode

Aggressive Mode
Pre-shared key %

Go Back

Edit more IPsec settings

AN

17. Enter johnandersoncampus, then 18. Select Go Back.

CANCEL OK

select OK.



IPsec VPN settings

Tunnel name

Server settings
Remote gateway settings

IPsec phase 1 settings

Encryption and authentication for
phase 1

IPsec XAuth settings
XAuth and user settings

IPsec phase 2 settings

Encryption and authentication for
phase 2

Delete VPN

Delete this VPN tunnel profile

Lose all these settings and remove it
from the list of VRN tunnels

19. Select IPsec XAuth settings.
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IPsec XAuth settings

XAuth enabled?
Enabled

Username
|[Psec username

Password

Saving &ccount passwords is not a
recommended security practice

Go Back

Edit more IPsec settings

20. Select Username.
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IPsec XAuth settings

XAuth enabled?
Enabled

Username
pkb09111

Password

Saving account passwords is not a
Username recommended security practice

Go Bac
CANCEL OK Edit more\IPsec settings

21. Enter your username, then select OK. 22. Select Password.
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IPsec XAuth settings

XAuth enabled?
Enabled

Username
pkb09111

Password

Saving account passwords is not a
Password recommended security practice

Go Back
CANCEL OK Edit more IPsec settings

A

23. Enter your password, then select OK. 24. Select Go Back.

79
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IPsec VPN settings

Tunnel name

Server settings
Remote gateway settings

IPsec phase 1 settings

Encryption and authenticatipn for
phase 1

IPsec XAuth settings
XAuth and user settings

IPsec phase 2 settings

Encryption and authentication for
phase 2

Delete VPN

Delete this VPN ftunnel profile

Lose all these settings and remove it
from the list of VBN tunnels

25. Select the Menu icon.
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University of

&3
Strathclyde

Glasgow

VPN]

—
@& ) |0

|

Mo® L a@

Conhfigure WiFi

FortiClient Settings
Androjd Settings
Install FortiClient App

Install FortiToken Mobile App
FortiClient.com

About

Quit

26. In the menu, select VPN.
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@ FortiClient VPN

VPN TUNNELS
University of Strat..

L @

University of Strathclyde
0 Settings

e New VPN

e

27. Select University of Strathclyde. 28. Select Connect.
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° IPsec VPN P
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Connection request

University of Strathclyde

Username: pkb09111
Current Session: 0:01
IP Address: 10.11.0.195

CANCEL OK

Disconnect

29. In the pop-up box that appears, select 30. You are now connected.

OK.

Was this information helpful?

CONTACT US

Email: help@strath.ac.uk Call: 0141 548 4444



