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Risk Management Framework 

 
 
1. The University views Risk Management as integral to the successful execution of its 

Strategy.  In order to achieve the aims set out in our strategy, the University must 
pursue opportunities that involve some degree of risk.  Risks are not necessarily 
negative and can often create opportunities which can be hugely beneficial.  

2. Being able to identify, understand and manage risks at all levels of the University is 
essential to ensuring opportunities are identified and capitalised on, informed decisions 
are made and regulatory requirements are met. 

3. The University operates in a complex environment with ever increasing competition, 
greater accountability and higher quality standards of service delivery which places 
more pressure on resources. The implementation of a robust and transparent Risk 
Management Framework becomes increasingly important in supporting the University 
to adapt and meet these challenges in a structured way, so that it can continually align 
its priorities and objectives against a background of changing risk and uncertainty. 

4. This Risk Management Framework has been developed to: 

 Allow the University to proactively manage its risks in a systematic and structured 
way in line with best practice 

 
 Ensure appropriate strategies are in place to mitigate risks and maximise 

opportunities 
 

 Embed the Risk Management process and ensure it is an integral part of the 
University’s planning process at a strategic and operational level 
 

 Help create a risk awareness culture from a strategic, operational and individual 
project perspective 
 

 Give credibility to the process and engage management’s attention to the 
treatment, monitoring, reporting and review of identified risks as well as considering 
new and emerging risks on a continuous basis 
 

 Recognise the need for and align the holistic University wide ‘top down’ strategic 
assessment with the ‘bottom up’ operational risk assessment 
 

 Protect the University’s reputation both nationally and internationally. 
 
5. The Risk Management Framework provides an infrastructure for delivering, 

maintaining and governing Risk Management throughout the University. It is a  
proactive approach to identification, assessment, mitigation and reporting 

  
 
Principles 
 
6. The University’s approach to Risk Management is based on the following principles:  

 
 Our approach to risk will be tailored to meet Strathclyde’s needs, with proportionate 

processes and procedures 
 

 Our approach to risk will be transparent and inclusive to ensure that all staff and 
stakeholders are identified, informed and appropriately involved in risk identification, 
assessment and response 

 

 

   

Risk Management Policy 
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 Our approach to risk will be applied consistently across the University and will be 

dynamic and responsive to changes in the operating environment 
 

 Our approach to risk will inform decision making by helping to clarify the nature of 
uncertainty; how this uncertainty might affect decisions; and how it might be treated 
 

 The approach to risk will contribute to the achievement of objectives and maximise 
benefits through integration with management processes (noting legislative, 
regulatory and compliance requirements) 
 

 Risks will be prioritised drawing on qualitative information as well as informed 
management judgements 

 
 

Risk Appetite 

 
7. The University’s tolerance in taking risks (also referred to as its risk appetite) is an 

important concept. It is easy to define, but can be difficult to assess. It is defined as the 
amount of risk an organisation is prepared to tolerate or be exposed to, should the risk 
be realised.  Most Universities recognise that their appetite for taking risk is influenced 
by their portfolio of activities, their structure and other factors such as their market 
position and financial health.  

 
8. To establish its risk appetite, the University needs to understand the current risk 

tolerances of its stakeholders. This involves consideration and identification of those 
stakeholders affected by the University’s decisions and actions, and their degree of 
comfort with various levels of risk.  Understanding the current state of risk tolerance of 
government, funding councils, students, business and other stakeholders helps the 
University to define its risk appetite and to decide what risks must be managed, how, 
and to what extent.  

 
9. Currently, the University’s general approach is to minimise its exposure to risk. It will 

seek to recognise risk and mitigate the adverse consequences. However, the 
University recognises that in pursuit of its mission and corporate objectives, it may 
choose to accept an increased degree of risk. It will do so, subject always to ensuring 
that the potential benefits and risks are fully understood before developments are 
authorised, and that robust measures to mitigate risk are established.  

 
 
Roles and Responsibilities  
 
10.  The Court is responsible for ensuring a structured Risk Management Framework is in 

place and implemented throughout the University.  The Court is required to monitor 
significant risks within the organisation and must submit an annual Corporate 
Governance statement to the Scottish Funding Council that sets out how it has 
discharged that responsibility.  The Court delegates authority for implementing the 
Risk Management Framework to the Principal, as Accountable Officer.  

 
11.   The Principal is accountable for ensuring that a Risk Management Framework is 

drawn up and fully implemented and maintained.    Assignment of risk management 
responsibilities is the prerogative of the Principal, in accordance with the University’s 
Scheme of Delegation and, accordingly, he has delegated day to day responsibility for 
Risk Management to the Chief Operating Officer.   
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12.    The Chief Operating Officer will keep the Principal fully and regularly informed of any 

substantive issues emerging from the Risk Management Framework. As far as he can, 
he must ensure that the procedures are embedded within the day-to-day running of the 
University, with sufficient resources made available to allow the framework to be 
implemented effectively.   

 
13.   The Chief Operating Officer chairs the University’s Risk Group.  He also convenes the 

Emergency Management Team and must ensure that the University has effective 
business continuity and disaster recovery plans in place.   He also oversees an annual 
review of the effectiveness of the University's approach to Risk Management. 

  
14.   The Executive Team supports the Principal in discharging his responsibility for Risk 

Management.   Collectively, the Team is responsible for the: 
 

 Formal identification of corporate risks that impact upon the University’s strategic 
plans, including horizon scanning to identify any emerging risks 
 

 Allocation of priorities 
 

 Development of appropriate control measures for managing and mitigating the risks 
and monitoring the changing risk profile.  

 

15.  The Executive Team is required to consider risk as part of their on-going decision 
making processes.  In addition, they undertake an overarching review of the Corporate 
Risk Register on a quarterly basis.   The Team must ensure that the major risks 
associated with significant proposals presented have been properly documented and 
considered and can be appropriately managed within the Risk Management 
Framework.   Each member of the Executive Team must provide adequate and timely 
information on the status and control of risks in their respective areas to other 
members of the Executive Team, where appropriate.  

 
16. The Executive Team will formally review the University’s arrangements for Risk 

Management annually.  
 
17.   The Risk Group supports and advises the Executive Team, and through it the Court, 

on the implementation and monitoring of the Risk Management system.  The Group is 
chaired by the Chief Operating Officer, who will report to the Executive Team on the 
work undertaken by the Risk Group which includes consideration of Faculty Risk 
Registers and information on risks identified during the auditing process. 

 
18. The Risk Group also contributes to raising awareness of risk generally across the 

University and to maintaining the profile of Risk Management and providing a 
dedicated web resource available to staff. 

 
19.     Deans/Professional Services Directors/Heads of Department or School are 

pivotal to achieving effective risk management.   They must: 
 

 Ensure compliance with the Risk Management Framework 
 

 Identify individual risks affecting their activities, particularly when exploring and 
developing new ventures and opportunities 
 

 Ensure that significant risks are recorded in the Faculty/Directorate/ 
Department/School Risk Register and that appropriate control measures are in 
place for managing those risks including any contingencies in the event of a risk 
materialising 
 

 Bring significant emerging Corporate Risks to the Executive Team’s attention  
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20. All staff have an important role in the management of risk, particularly within their own 
areas of control.   As such, all staff must recognise risk and, where appropriate, they 
must adhere to the principles outlined within the Risk Management Framework.  Staff 
must comply with all control measures that have been identified.   Staff are required to 
identify risks and report them to their line manager as appropriate, especially during 
periods of change to processes or operational practice.  

 
21. All staff across the University must regard themselves as Risk Champions. However 

from a practical point of view, each Faculty/Directorate must appoint a Risk Champion 
to take a lead role in embedding the Risk Management Framework across the whole 
University.   Amongst other things, the Risk Champions will communicate to the Risk 
Group aspects that have worked well and issues of concern within their areas from the 
practical implementation of this Risk Management Framework. The Risk Champion will 
also help communicate to their respective area, utilising the network of 
departmental/divisional Risk Champions.  

 
22. The Internal Audit Service (IAS) keeps a close watch on risk management and 

reports its findings to the Audit Committee.  The findings contribute to the overview of 
assurance, which in turn forms part of the annual report of the Audit Committee, which 
is approved by Court and submitted to the Scottish Funding Council.  

 
23. The IAS is responsible for an independent annual review of the operation of the overall 

Risk Management process in the University and provides an assessment on the 
adequacy of the process in place.   The IAS provides advice/consultancy to the 
University on Risk Management matters within the bounds of professional auditing 
practice.   The IAS will make recommendations to the Executive Team and Audit 
Committee as necessary.  

 
24. The Audit Committee must assess the Risk Management, control and governance 

arrangements and advise the governing body on their effectiveness.  The Committee 
is responsible for monitoring the University’s general arrangements for risk 
management, and specifically for: 

 

 Advising the Court on the effectiveness of policies and procedures for risk 
management 
 

 Undertaking an annual review of the University’s approach to risk management 
and, if appropriate, recommending changes or improvements 
 

 Providing a statement to the Court annually on the University’s compliance with 
good practice on effective Risk Management. 

 

Risk Management Process 
 

25. The University has identified an approach to Risk Management, where each member 
of staff, departments, through to the Executive Team, own and manage risks. This 
approach promotes Risk Management as a positive and enabling process, which can 
bring value and benefit within each area of University operations by helping to not only 
exploit opportunities but also to identify and deal with risks before they materialise.  
The process consists of the following five key steps: 

 

 Identifying the Risks/Opportunities; 

 Documenting, Analysing and Evaluating the Risks; 

 Evaluating the Need for Further Action; 

 Monitoring and Reviewing Risks; 

 Reporting. 
 

The Procedures set out below explain the processes in more detail.  
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Risk Management Procedures 

26. The Risk Management process provides a systematic, effective and efficient way 
through which risks can be managed at different levels throughout the University. The 
University and its Faculties/Directorates/Departments/Schools must manage risk as an 
integral part of their decision-making – not just periodically but on an on-going, real-
time basis.  

Step 1:  Identifying the Risks & Opportunities 
 
27. By the end of this stage, risks and opportunities affecting an area will be clearly 

identified.  
 

 Each area within the University (Department, School, Faculty or Directorate) will 
consider what risks are to be included within the risk register.  It is recommended 
that a team-based approach be taken at this stage to agree on what risks need to 
be included. 
 

 The types of risks to be included will be different for each area, although there will 
be similarities.   There are a number of suitable risk categories that should be 
considered, some examples are included at Appendix 1, although this list is not 
exhaustive.    
 

 Prior to embarking on any new activities or projects it is essential that the area 
considers potential risks.  

 

Step 2: Documenting, Analysing and Evaluating the Risks 
 
28. By the end of this stage, each risk will have been evaluated and rated as either High 

Medium or Low. This stage involves three key steps: 
 

 Documentation of individual risks:   The risk register form can be accessed and 
completed online via SharePoint.  SharePoint is the central resource for recording 
risks and must be used by Departments/Schools, Faculties, Directorates and the 
Executive Team for documenting risks. This allows all risks to be viewed and 
monitored centrally and provides consistency across the University.  For a full 
breakdown of what fields require to be completed, see Risk Register Form in 
Appendix 2. 
 

 Analysis of individual risks:   After considering the potential consequences of the 
risk it should be assessed to determine the likelihood and impact should the risk 
occur. At this stage it is useful to consider if there are common links between risks 
that can be grouped together. The Risk Impact Descriptions in Appendix 3 provide 
a guide to potential impacts arising from each of the risk categories. 
 

 Evaluating the risks:   For each risk identify the current control measures available 
to control or minimise the risk and consider their effectiveness. Based on this 
information assess the likelihood and impact using the criteria in Appendix 4 to 
determine the risk rating. The criteria in Appendix 4, provides a description and 
numeric rating to assist with this assessment. The numeric values must be entered 
into the risk register form on SharePoint.  The resulting score provides an indication 
of risk severity and risks are graded as high, medium, low in a traffic light colour 
method of reporting, see the table below. It is worthwhile checking that the severity 
rating reflects your instinctive understanding of the risk and its potential 
consequences. 

 

https://moss.strath.ac.uk/corpservices/risk/rmf/Lists/Risk%20Register%20Form/Summary.aspx
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Step 3: Assessing the Need for Further Action 
 
29. By the end of this stage each risk will have been assessed with the aim of reducing the 

risk rating to a level that is as low as is reasonably practicable.  
 

Once a risk has been rated, managers must determine whether further action is 
required to reduce the risk to as low a level as reasonably practicable. This means 
balancing the risk against the cost of implementing measures to mitigate the risk. 
Managers must then decide which of the following management action to take: 

 
 No further action required:  reliance on existing controls is sufficient 

 
 Further action required:  for example, additional controls may be required, or some 

controls may need to be removed or different controls implemented 
 

 Escalation: If the risk is unable to be controlled at a local level and is posing a 
significant threat, a decision may be required to escalate the risk to the next level 
(e.g. from Faculty/Directorate to be included within the Corporate Risk Register).  
This should be agreed through the appropriate communication channels and the 
risk register should be updated to reflect this. 

 

30. Depending on the severity of the risks, the following action may be required: 

 

High 
Improve risk control measures within a specified timescale. Consider 
escalation to the next level of management where the risk is unmitigated 

Medium 
Plan to improve risk control measures at time of next review, or sooner if 
a new risk 

Low 
No further action, but ensure risk control measures remain effective and 
not disproportionate 

 

31. Assessment of appropriate controls and activities should be an on-going process and 

the risk registers should be updated regularly to reflect any required changes. Where 

action is required it is essential that a risk owner is allocated who can monitor 

progress. 

 

 

Step 4: Monitoring & Reviewing the Risks  
 
32. This stage represents the critical element of the risk management process, ensuring 

that risks are monitored regularly to take into account internal and external 
developments. 

High  Should trigger a review of existing controls, is likely to 
require the implementation of additional controls. 

Medium  Should trigger a review of the existing controls, if a new 
risk, and may require the implementation of additional 
controls for existing risks. 

Low  Requires no mitigating action.  However, risk owners 
should review controls for low risk areas to ensure they 
are effective and not disproportionate. 
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 Each Department, School, Faculty and Directorate is responsible for regularly 

monitoring and reviewing their risk registers on a regular basis.  This could be 
through a regular meeting with Faculty management teams, or through delegated 
responsibility to certain individuals. Where the risk factors have changed or controls 
are not operating as intended, further action will be required and therefore it is 
critical that the risk registers are updated to reflect this.  The risk registers should 
also be updated to show that teams are monitoring them appropriately. 
 

 The risk registers will be analysed quarterly and progress along with any issues 
identified will be reported to Executive Team on a regular basis.   
 

 
Step 5: Escalating and Reporting   
 
33. This stage provides guidance on what reporting requirements are due during the year.  

The University will need to assess the risk registers regularly; therefore, it is important 
that all areas of the University keep their risk registers up to date. 

 
 All areas of the University will have access to appropriate reports, which will allow 

them to regularly review and monitor their own risks, as well as interrogate the data. 
 

 The identification and treatment of risks will be reported to the appropriate 
Committees as follows: 

 
- Departmental/Divisional Committee - The Departmental/Divisional Risk 

Registers should be reviewed quarterly at an appropriate management team 
meeting which will consider risk information from throughout the department. 
There should also be formal bi-annual reporting of the Departmental Risk 
Registers to Faculty/Directorate level (normally April and September) to help 
inform the Faculty/Directorate Risk Registers. 

- Faculty/Directorate Committee - The Faculty/Directorate Risk Registers should 
be reviewed monthly by an appropriate management team.  There should be 
formal bi-annual reporting of the Faculty/Directorate Risk Registers to the 
Executive Team (normally May and October) to help inform the bi-annual 
reporting of the Corporate Risk Register to Court. 

- Risk Group – The risk group will undertake a quarterly review of all risk registers 
and provide a quarterly report to Executive Team, which will identify key themes, 
analyse high level risks, identify concerns and issues along with appropriate 
recommendations. 

- Executive Team - The Corporate Risk Register should be reviewed quarterly by 
the Executive Team.  There should be formal bi-annual reporting of the 
Corporate Risk Register to the Court (normally June and November). 

- Audit Committee - There should be formal bi-annual reporting of the Corporate 
Risk Register to the Audit Committee in advance of the Court meeting (normally 
May and October). The Risk Management arrangements should be reviewed on 
an annual basis by the Internal Audit Service and a report produced for the Audit 
Committee. The report should assess the Risk Management Framework, its 
processes, its effectiveness and where appropriate suggestions for improvement 
or development as well as identification of areas of good practice. 

- Court - There should be formal bi-annual reporting of the Corporate Risk 
Register to Court (normally June and November).This will inform the annual 
statement of assurance within the Corporate Governance statement. 
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Project Risk Management  
 
34. There are a number of projects underway across the University and new projects are 

being established on an on-going basis.  It is important that Risk Management is 
implemented at the very early stages of a project, and maintained throughout the 
entire project life cycle. 

 

 
35. The Risk Management methodology outlined above should be applied at project level.  

However, it is recognised that many projects have existing risk registers which are 
managed separately to the Directorate/Faculty/Departmental register.    Project 
managers should continue to manage the project risks separately, using the 
institutional methodology and where appropriate include risks within the register.   

 
 
Health and Safety Risks 

 
36. Health and Safety Risks are assessed separately as part of the Occupational Health 

and Safety Management system. However, where there are significant risks that may 
impact on the university’s operation or existence, they should be included in the areas 
risk register. Further guidance on Health & Safety management can be obtained at the 
University Health & Safety website http://www.strath.ac.uk/safetyservices/ and from 
local Departmental Safety Conveners.  

 
 

Appendices 
 

Appendix 1: Risk Categories 

Appendix 2: Risk Register Form  

Appendix 3: Risk Impact Description 

Appendix 4: Risk Rating Matrix 

Appendix 5: Risk Management Assessment Process 

 
 

 

http://www.strath.ac.uk/safetyservices/
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RISK CATEGORY 
 

BROAD DEFINITION 

Asset Management Risks relating to the construction, management and maintenance of the 
University’s physical assets, buildings or equipment. 

Associated Bodies Risks associated with developing, implementing and managing new 
and existing alliances (spin-off companies, Students’ Association, etc.). 

Business Continuity The planning processes required to maintain the continuity of business 
activities or recovery response to a disastrous event, which may impact 
the effectiveness of business operations.  This includes internal and 
external activities and processes, such as reliance on key suppliers, 
system failures, critical staff dependencies, fire, flood, pandemic or 
many other incidents. 

Contract Management Risks associated with developing, managing and monitoring contracts 
as well as compliance with required service levels and cost 
arrangements as specified within the terms of service agreements. 

Corporate Governance Risk of inadequate/inappropriate governance processes and practices 

Education, Research 
and 
Knowledge Exchange 

Risks associated with developing, implementing and managing new 
and existing courses, services, customer service, pricing, marketing, 
research, training, and feasibility of new business opportunities. 

Financial Risks relating to financial management or transactions, such as fraud, 
theft, duplicated payments, expenses, expenditure etc. 

Human Resources Risks relating to recruitment, engagement, training and development of 
University staff. 

Information Technology The risks arising from the use and reliance on information by 
Strathclyde or other external entities, which may impact operations, 
such as internal systems, external service providers’ systems, 
eBusiness/Internet, etc. 
Risks relating to the protection of corporate information, the security, 
function or management of technological systems and processes, 
including IT implementation. 

Legal & Regulatory Risks relating to non-compliance with Acts and Regulations or internal 
policies and procedures. In addition, risks relating to the University’s 
services, products or information that result in legal action against the 
University or its staff. 

Occupational Health & 
Safety 

Risks relating to the safety, occupational health and well-being of staff, 
students and visitors. 

Operational 
Management 

Risks associated with a lack of defined policies, processes, procedures 
or Delegations of Authority at a functional or departmental level, and 
culture, organisational structure and communication including 
supporting systems, processes and procedures. 

Reputation The risk that an activity, action or stance performed or taken by the 
University or its staff will impair its image in the community and/or the 
long-term trust placed in the University by its stakeholders, resulting in 
the loss of business and/or legal action. 

Stakeholder 
Management 

Risks associated with the identification of individuals and organisations 
with a direct influence on and/or interest in the University’s operations.  
In addition, risks associated with the need to ensure on-going and 
effective communication and consultation with key stakeholders. 

Strategic  Risks associated with strategy development, strategic alliances, and 
performance targets.  In addition, risks relating to long-term failures in 
the provision of University services, loss of students, non-attainment of 
key goals over time, etc. 
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1. Risk Identification 
  

Risk Identifier: 
Risk Category: 
Faculty/Directorate: 
Department/School: 
Risk Description: 
Description of consequences, impacts and opportunities: 

 
 
 

2. Risk Analysis and Evaluation 
 

Current controls: 
Likelihood: 
Impact: 
Risk Rating: 
Grading: 

 
Note. When likelihood and impact fields are completed, the risk rating and grading are calculated 
automatically on SharePoint.  

 
 
 

3. Management Action/Further Action 
 

Controls: Rely on existing controls or additional controls required 
Escalation: 
Risk Owner: 
Review Date: 
 
Comments: 
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Impact 
Description 

Risk Categories as in Appendix 1 and Example Risk Descriptions 

Asset Management Associated Bodies Business Continuity Contract Management 
Minor  Minor issues relating to the 

construction, management, security 
and maintenance of the University’s 
physical assets, buildings or 
equipment. 

 Minor partner problems.  Local issue resolved with negligible 
impact on service. 

  Business critical service lost for less 
than minimum period. 

 Minor issues relating to the 
development, management and 
monitoring of contracts. 

 Minor deviations from required 
service levels and cost structures. 

 

Moderate  Moderate issues relating to the 
construction, management, security 
and maintenance of the University’s 
physical assets, buildings or 
equipment. 

 Partner problems on a significant 
project. 

 Local service delivery problems for 
less a month. 

 Business critical service lost for 
agreed minimum period. 

 Moderate issues relating to the 
development, management and 
monitoring of contracts. 

 Deviations from required service 
levels and cost structures which 
are outside moderate parameters. 

 

Serious  Serious issues relating to the 
construction, management, security 
and maintenance of the University’s 
physical assets, buildings or 
equipment. 

 Serious partner problems or 
performance on a significant 
project. 

 Some aspects of service affected for 
a limited period of time. 

 Major service delivery targets not 
met for several weeks, business 
critical service not back in agreed 
time 

 Serious issues relating to the 
development, management and 
monitoring of contracts. 

 Deviations from required service 
levels and cost structures which 
are outside serious parameters. 

 

Major  Major issues relating to the 
construction, management, security 
and maintenance of the University’s 
physical assets, buildings or 
equipment. 

 Major partner failure, breach of 
contract and negligence on the part 
of the University. 

 Some services affected for a limited 
period of time. 

 Cessation of major business critical 
services for up to one month. 

 Major issues relating to the 
development, management and 
monitoring of contracts. 

 Deviations from required service 
levels and cost structures which 
are outside major parameters. 

 

Critical  Critical issues relating to the 
construction, management, security 
and maintenance of the University’s 
physical assets, buildings or 
equipment. 

 Major partner failure and upheld 
negligence on the part of the 
University. 

 Whole University affected for an 
extended period of time. 

 Cessation of major business critical 
services for more than one month. 

 

 Critical issues relating to the 
development, management and 
monitoring of contracts. 

 Deviations from required service 
levels and cost structures which 
are outside critical parameters. 
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Impact 
Description 

Risk Categories as in Appendix 1 and Example Risk Descriptions 

Corporate Governance Education, Research & 
Knowledge Exchange 

Financial (Strategic) Financial  (Operational) 

Minor  SFC/Court question/challenge, 
ultimately resolved. 

 Minor internal control issues raised 
within a few areas. 

  

 Minor non-compliance. 
 Negligible impact on T R or KE 

activity and outcomes. 

 Little or no financial impact ( less 
than £100k) 

 Little or no financial impact ( less 
than £ 5k) 

Moderate  Minor investigation instigated by 
SFC/Court with recommendations 
made for improvement. 

 Internal control issues raised across 
several areas. 

 

 Single failure to meet internal 
standards. 

 Minor impact on T R or KE activity 
and outcomes. 

 The financial impact would be losses 
or loss of income of no greater than 
£500k 

 The financial impact would be 
losses or loss of income of no 
greater than £10k 

Serious  Major investigation and/or signs of 
breakdown in relations with 
SFC/Court.  

 Key internal control issues raised 
across a few areas. 

 Repeated failures to meet internal 
standards. 

 Minor impact on T R or KE activity 
and outcomes over a sustained 
period. 

 The financial impact would result in 
losses or loss of income of no 
greater than £1000k 

 The financial impact would result in 
losses or loss of income of no 
greater than £50k 

Major  Major investigation upheld and/or 
serious damage to relations with 
SFC/Court. 

 Key internal control issues raised 
across several areas.  

 Failure to meet national standards. 
 Major impact on T R or KE activity 

and outcomes over a sustained 
period. 

 The financial impact would result in 
losses or loss of income of no 
greater than £2500k 

 The financial impact would result in 
losses or loss of income of no 
greater than £100k 

Critical  SFC/Court loss of confidence in the 
University. 

 Widespread breakdown in key 
internal control practices. 

 Gross failure to meet 
national/professional standards. 

 Serious impairment to T R or KE 
activities and outcomes. 

 The financial impact would be 
greater  than £2500k 

 The financial impact would be 
greater  than £100k 
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Impact 
Description 

Risk Categories as in Appendix 1 and Example Risk Descriptions 

 Human Resources Information Technology Legal & Regulatory Occupational Health & Safety 
Minor  Unexpected resignation of a single 

member of staff. 
 Isolated dissatisfaction. 

 Local issue resolved with negligible 
impact on service. 

 Business critical IT services lost for 
less than minimum period. 

 Minor compliant or incident resolved 
by University management. 

 

 Minor injuries possible. 
 On-site First Aid required, no lost 

time or occupational illness. 
 

Moderate  Unexplained resignation of a senior 
member of staff. 

 General morale and attitude 
problems, increase in turnover. 

 Local service delivery problems for 
less than a month. 

 Business critical IT services lost for 
agreed minimum period. 

 Isolated complaint or incident where 
there is a threat of legal action, 
resolved by University management. 

 Breach of internal procedures or 
guidelines. 

 Minor injuries likely. 
 Minor workplace injury – no lost time 

or occupational illness. 
 Medical treatment required. 
 

Serious  Staff turnover impact of 5 – 10%. 
 Unexpected resignation of several 

senior staff. 
 Poor reputation as an employer and 

widespread human resources 
problems. 

 Major IT service delivery targets 
not met for several weeks. 

 Business critical service not back 
in agreed time. 

 Significant level of complaints or 
incidents where there is a high threat 
of legal action, resolved by 
University management. 

 Breach of external standards, or 
guidelines. 

 More than minor injuries to limited 
numbers. 

 Lost time due to work place injury or 
occupational illness. 

 

Major  Industrial action by some staff (less 
than 20%). 

 Staff turnover impact of 10 – 20%. 
 Unexpected resignation of a key staff 

member. 
 Not perceived as an employer of 

choice. 

 Cessation of major business critical 
services for up to one month. 

 

 Breach of legislation and/or civil 
lawsuit and/or criminal charges laid 
against University or individual 
employee. 

 Litigation to be expected.  
 

 Major injuries to limited numbers. 
 Single fatality: or non- 

 recoverable occupational illness or 
permanent major disability.  

 

Critical  Industrial action by significant 
proportion of staff (>20%). 

 Staff turnover >20%. 
 Unexpected resignation of several 

key senior managers. 
 

 Cessation of major critical services 
for more than one month. 

 

 Major breach of legislation and/or 
major civil lawsuit and/or criminal 
charges laid against University or 
individual employee. 

 Litigation almost certain and difficult 
to defend. 

 

 Loss of life associated with major 
injuries. 

 Multiple fatalities of staff, students, 
contractors or the public. 
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Impact 
Description 

Risk Categories as in Appendix 1 and Example Risk Descriptions 
 

 Operational Management Stakeholder Management Strategic Reputation 
Minor  Negligible delay/impact to core or 

support activities. 
 Minimal impact on meeting student 

demands and expectations. 
 Negligible impact on stakeholder 

engagement & participation. 

 No impact on the delivery of the 
University’s corporate objectives. 

 Negligible impact upon achievement 
of plans or strategic goals. The 
impact can be managed within 
normal work environment. 

 Minor increase in public complaints. 
 No impact on community standing. 
 One off criticism in local press. 
 Public awareness may exist, but 

there is little public concern. 

Moderate  Minor operational impact: secondary 
system or process disrupted for less 
than a week – workarounds required. 

 Minor delay/impact to core or 
support activities. 

 Minor inability to meet student 
demands and expectations. 

 Minor impact on stakeholder 
engagement & participation. 

 It may cost more or there may be 
delay in delivery of the University’s 
corporate objectives. 

 Prevents the achievement of a 
departmental business plan. 

 More serious localised complaints. 
 Minor impact on community 

standing. 
 On-going criticism in local press & 

criticism by regional stakeholder.  

Serious  Significant operational impact; health 
issue requiring concerted 
management attention; disruption in 
a few departments but not delaying 
the major academic processes. 

 Minor delay/impact to activities for 
sustained period. 

 Significant inability to meet student 
demands and expectations. 

 Significant impact on stakeholder 
engagement & participation. 

 A number of corporate objectives 
would be delayed or not delivered. 

 Prevents the achievement of 
department, Faculty or University 
wide plan. 

 Serious complaints from the public 
with regional media coverage. 

 Modest impact on community 
standing. 

 On-going criticism in regional press, 
criticism in national press and by key 
stakeholder. 

Major  Major operational impact; 
unavailability of a facility/service 
causing delays in processes. 

 Major delay/impact to core or 
support activities over a sustained 
period. 

 

 Serious failure to meet student 
demands and expectations. 

 Serious impairment to stakeholder 
engagement & participation. 

 Many corporate objectives delayed 
or not delivered. 

 Prevents the achievement of 
Strathclyde Strategic Plan. 

 Serious complaints from the public 
with national press and Government 
investigation. 

 Major impact on community 
standing. 

 On-going criticism in national press 
and by key stakeholder. 

 Damage to reputation at national 
level. Adverse national media 
coverage. 

Critical  Severe operational disruption; major 
facility/service unavailable for more 
than one week. 

 Unable to participate in core 
activities for a sustained period. 

 

 Complete failure to meet student 
demands and expectations. 

 Serious brand damage. 

 Unable to deliver most corporate 
objectives. 

 Prevents the achievement of 
Strathclyde’s strategic goals. 

 Serious public complaints; public 
sector loss of confidence; or senior 
dismissals. 

 Loss of credibility & stakeholder 
withdrawal. 

 Viability of University threatened. 
 Reputation of University adversely 

affected nationally & internationally. 
 Adverse international media 

coverage.  
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Likelihood  
 

The likelihood of occurrence arising from a particular event is determined using the following criteria: 
 

  Rating 

Rare:  The event will only occur in exceptional circumstances. 1 

Unlikely: The event is not likely to occur within a year. 2 

Possible:   The event may occur within a year. 3 

Likely:    The event is likely to occur within a year. 4 

Almost 
Certain:  

The event is almost certain to occur within a year. 5 

Impact 
 

The impact of occurrence arising from a particular event is determined using the following criteria: 
 

           Rating 

Minor:   Minimal impact. 1 

Moderate: 
Unlikely to have a permanent or significant effect on the 
University’s reputation or performance. 

2 

Serious: 
Will have a permanent or significant effect on the University’s 
reputation or performance but can be managed. 

3 

Major: 
Will have a significant effect that requires considerable resources 
to manage.  

4 

Critical: Threatens the existence of the University if risk not resolved. 5 

Risk Rating & Required Action  

 
Determine the Risk Rating by multiplying the likelihood and impact of an event.  

 

 

 
Then decide on further action, as illustrated by the table below: 
 

Risk 
Rating 

Risk A Guide to Required Action  
(Note: Risk Owners may propose more stringent actions depending on the risk) 

15-25 High 
Improve risk control measures within a specified timescale. Consider 
escalation to the next level of management where the risk is unmitigated. 

5-14 Medium 
Plan to improve risk control measures at time of next review, or sooner if a 
new risk. 

1-4 Low 
No further action, but ensure risk control measures remain effective and not 
disproportionate. 

 

Im
p

a
c

t 

5 5 10 15 20 25 

4 4 8 12 16 20 

3 3 6 9 12 15 

2 2 4 6 8 10 

1 1 2 3 4 5 

 1 2 3 4 5 

L i k e l i h o o d 
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1. Identify 

•Consider risk categories (Appendix 1) 

•Consider consequences (Appendix 3) 

•Identify risks and opportunities 

•Record risks/opportunities in Risk Register Form (Appendix 2) on 
SharePoint 

2.Analyse 
and Evaluate  

 

•Consider controls that are in place and their effectiveness 

•Risk Rating = likelihood x impact (Appendix 4) 

•Grade Risk - High, Medium or low (Appendix 4) 

•Record results in Risk Register Form (Appendix 2) on SharePoint 

3. Further 
Action 

•Determine if further adjustments are required to reduce the Risk 
Rating (Appendix3) 

•Allocate risk owner and review dates 

•Escalate significant risks to next level of management 

•Record details in Risk Register Form (Appendix 2)on SharePoint 

•Formally review and submit updated Risk Register Forms on 
SharePoint at least every 3 months. 


